Charakteristika predkladaného vystupu tvorivej ¢innosti /

Characteristics of the submitted research/ artistic/other output

Tlacivo VTC sluzi na predkladanie vystupov tvorivej ¢innosti podla metodiky hodnotenia tvorivych ¢innosti (¢ast V. Metodiky na vyhodnocovanie standardov) / The
form is used to submit the research/artistic/other outputs according to the evaluation methodology of research/artistic/other activities (part V. The Methodology for
Standards Evaluation).

ID konania/ID of the procedure: !

K6d VTC/Code of the research/artistic/other output (RAOO):*

OCAL1. Priezvisko hodnotenej osoby / Surname awarded to the assessed person Hurai
2 uraj

OCA2. Meno hodnotenej osoby / Name awarded to the assessed person 2 Ladislav

OCA3. Tituly hodnotenej osoby / Degrees awarded to the assessed person 2 doc. RNDr. PaedDr., PhD.

OCAA4. Hyperlink na zaznam osoby v Registri zamestnancov vysokych $kol /
https://www.portalvs.sk/regzam/detail/14469

Hyperlink to the entry of the person in the Register of university staff 3

OCAS5. Oblast posudzovania / Area of assessment * Aplikovand informatika/ Applied informatics

OCAG6. Kategdria vystupu tvorivej ¢innosti / Category of the research/
artistic/other output

Vyber zo 6 mozZnosti (pozri Vysvetlivky k polozke OCA6) / Choice from 6 options
(see Explanations for OCAG).

vedecky vystup / scientific output

OCA7. Rok vydania vystupu tvorivej ¢innosti / Year of publication of the
research/artistic/other output

OCAS8. ID zdznamu v CREPC alebo CREUC (ak je) / ID of the record in the Central
Registry of Publication Activity (CRPA) or the Central Registry of Artistic Activity §ID = 212906

2020

(CRAA) °®
OCA9. Hyperlink na zaznam v CREPC alebo CREUC / Hyperlink to the record in  |https://app.crepc.sk/?fn=detailBiblioFormChildM1L315&sid=393B45DF84C5274B
CRPA or CRAA ® DO1FD974B9&se0=CREP%C4%8C-detail-%C4%8Cl%C3%Alnok

OCA10. Hyperlink na zaznam v inom verejne pristupnom registri,
kataldgu vystupov tvorivych ¢innosti / Hyperlink to the record in

I L T S — https://www.webofscience.com/wos/woscc/full-record/W0S:000581974200001

artistic/other outputs ’

OCA11. Charakteristika vystupu vo formate bibliografického zaznamu
CREPC alebo CREUC, ak vystup nie je vo verejne pristupnom registri
alebo katalégu vystupov / Characteristics of the output in the format
of the CRPA or the CRAA bibliographic record, if the output is not
available in a publicly accessible register or catalogue of outputs

OCA12. Typ vystupu (ak nie je vystup registrovany v CREPC alebo
CREUC) / Type of the output (if the output is not registered in CRPA
or CRAA)

Vyber zo 67 mozZnosti (pozri Vysvetlivky k polozke OCA12) / Choice
[from 67 options (see Explanations for OCA12).

OCA13. Hyperlink na stranku, na ktorej je vystup spristupneny (Uplny
text, ina dokumentacia a podobne) / Hyperlink to the webpage https://www.mdpi.com/1424-8220/20/18/5298
where the output is available (full text, other documentation, etc.)

:UC / Characteristics of the output that is not registered in CRPA or CRAA
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OCA14. Charakteristika autorského vkladu / Characteristics of the
author's contribution

Ako je uvedené aj v samotnom c¢lanku v Casti ,Author Contributions®, nosny
autorsky vklad hodnotenej osoby (40%) pozostava pri rieSeni problému z ¢asti:
koncept, metodoldgia, validacia, samotny vyskum, pisanie - pévodna priprava
konceptu, a ziskavanie finan¢nych prostriedkov. NavysSe jeden zo spoluautorov
¢lanku bol doktorandom hodnotenej osoby v ¢ase publikovania vystupu./

As stated in the article itself in the "Author Contributions" section, the main
author's contribution of the evaluated person (40%) consists of the following parts
when solving the problem: concept, methodology, validation, the research itself,
writing - original preparation of the concept, and funding acquisition. In addition,
one of the co-authors of the article was a doctoral student of the evaluated person
at the time of publication of the output.

OCA15. Anotacia vystupu s kontextovymi informdciami tykajucimi sa
opisu tvorivého procesu a obsahu tvorivej ¢innosti a pod. /
Annotation of the output with contextual information concerning the
description of creative process and the content of the
research/artistic/other activity, etc. 8

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in
Slovak

Charakteristika vystupu, ktory nie je registrovany v CREPC alebo CRE

Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in
English

Huraj, L.; Simon, M.; Horak, T. Resistance of IoT Sensors against DDoS Attack in
Smart Home Environment. Sensors 2020, 20, 5298. (CC, WoS, IF 3.275)

OCA16. Anotdcia vystupu v anglickom jazyku / Annotation of the output in
English 9
Rozsah do 200 slov / Range up to 200 words

Smart devices along with sensors are gaining in popularity with the promise of
making life easier for the owner. As the number of sensors in an Internet of Things
(loT) system grows, a question arises as to whether the transmission between the
sensors and the 0T devices is reliable and whether the user receives alerts
correctly and in a timely manner. Increased deployment of loT devices with
sensors increases possible safety risks. It is |oT devices that are often misused to
create Distributed Denial of Service (DDoS) attacks, which is due to the weak
security of loT devices against misuse. The article looks at the issue from the
opposite point of view, when the target of a DDoS attack are loT devices in a smart
home environment. The article examines how loT devices and the entire smart
home will behave if they become victims of a DDoS attack aimed at the smart
home from the outside. The question of security was asked in terms of whether a
legitimate user can continue to control and receive information from IoT sensors,
which is available during normal operation of the smart home. The case study was
done both from the point of view of the attack on the central units managing the
loT sensors directly, as well as on the smart-home personal assistant systems, with
which the user can control the 10T sensors. The article presents experimental
results for individual attacks performed in the case study and demonstrates the
resistance of real loT sensors against DDoS attack. The main novelty of the article
is that the implementation of a personal assistant into the smart home
environment increases the resistance of the user's communication with the
sensors. This study is a pilot testing the selected sensor sample to show behavior
of smart home under DDoS attack.

OCA17. Zoznam najviac 5 najvyznamnejsich ohlasov na vystup / List of
maximum 5 most significant citations corresponding to the output
Rozsah do 200 slov / Range up to 200 words

1. Onesimu, J.A., Karthikeyan, J. & Sei, Y. An efficient clustering-based
anonymization scheme for privacy-preserving data collection in IoT based
healthcare services. Peer-to-Peer Netw. Appl. (2021).
https://doi.org/10.1007/s12083-021-01077-7. (Scopus, WoS)

2. Ma, Xiaohao, Zhengfan Jiang, and Yuanjing Lin. Flexible energy storage devices
for wearable bioelectronics. Journal of Semiconductors 42 (2021): 1-12. (Scopus,
WoS)

3. Mishra N, Pandya S, Patel C, Cholli N, Modi K, Shah P, Chopade M, Patel S,
Kotecha K. Memcached: An Experimental Study of DDoS Attacks for the Wellbeing
of loT Applications. Sensors. 2021; 21(23):8071.
https://doi.org/10.3390/s21238071 (Scopus, WoS)

4. Ibraheem N.A., Abdulhadi N.M., Hasan M.M. (2022) Merging Data Analytics and
Machine Learning Algorithm for Home System Security-Based Internet of Things.
In: Ranganathan G., Fernando X., Shi F., El Allioui Y. (eds) Soft Computing for
Security Applications. Advances in Intelligent Systems and Computing, vol 1397.
Springer, Singapore. https://doi.org/10.1007/978-981-16-5301-8_35 (Scopus)

5. Zhao, J., Xiang, M. M., Song, X., Tian, C., & Yang, Y. (2020). The Application and
Threat of the Internet of Things in the Smart Grid. In 2020 2nd International
Conference on Applied Machine Learning (ICAML) (pp. 339-343). IEEE. (Scopus)
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OCA18. Charakteristika dopadu vystupu na spolo¢ensko-hospodarsku prax /
Characteristics of the output's impact on socio-economic practice

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Clanok popisuje pripadovu studiu DDoS utoku na loT zariadenia v prostredi
inteligentnej domacnosti a dopad Gtoku na komunikaciu a ovladanie loT senzorov Z
pohladu pouZivatela vyuZivajliceho sluzby inteligentnej domacnosti. Vo
vieobecnosti mozno konstatovat, Zze experimentalne vysledky ukézali, Ze DDoS
utok vedeny zvonku na loT zariadenia v prostredi inteligentnej domacnosti moze
byt Uspesny a mat vyznamny vplyv na komunikaciu a ovladanie loT senzorov vo
vnutri prostredia inteligentnej domdcnosti. Spdsob komunikacie s pouzivatelskymi
loT senzormi prostrednictvom aplikacie osobného smart-home asistenta sa ukazal
ako najbezpecnejsi spdsob ovladania IoT senzoru. Integracia systému osobnych
smart-home asistentov do prostredia inteligentnej domdcnosti nielenze riesi
problém technologickej fragmentdcie, ktora vznika pri implementécii ekosystému
inteligentnych domacnosti, ale tiez zvySuje odolnost komunikécie pouZivatelov so
senzormi internetu veci voc¢i DDoS utokom vedenym z externého prostredia.
Uvedena skutoénost je hlavnym prinosom ¢lanku./

The article describes a case study of a DDoS attack on loT devices in a smart home
environment and the impact of the attack on communication and control of loT
sensors from the perspective of a user using smart home services. In general, it
can be concluded that the experimental results showed that an external DDoS
attack on loT devices in a smart home environment can be successful and have a
significant impact on the communication and control of 10T sensors inside the
smart home environment. The method of communicating with user loT sensors
through a personal smart-home assistant application has proven to be the safest
way to control an loT sensor. The integration of the system of personal smart-
home assistants into the smart home environment not only solves the problem of
technological fragmentation that arises during the implementation of the smart
home ecosystem, but also increases the resistance of user communication with |oT|
sensors to DDoS attacks conducted from the external environment. This fact is the
main contribution of the article.

OCA19. Charakteristika dopadu vystupu a suvisiacich aktivit na vzdelavaci proces|
/ Characteristics of the output and related activities' impact on the educational
process

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Problém rieseny vo vystupe (kybernetické utoky a obrana proti nim) ma priamy
dopad na predmet Informacnd bezpecnost , ktory je vyu¢ovany hodnotenou
osobou. Problematika rieSena vo vystupe priamo zodpoveda naplni tohto
predmetu, ¢i uz po metodologickej (pouZité spésoby utoku a obrany), ale aj
technickej stranke (pouZity softvér a hardvér) a pozitivne ovplyvni vzdelavaci
proces. Dopady je moZné nepriamo vidiet aj v predmete Projektovy manaZment .
Navyse bezpec¢nost 10T zariadeni je témou mnoZstva zaverecnych prac, ktoré
hodnotena osoba v Studijnom programe vedie. Rovnako na ¢lanok nadvazuju aj
zahranicné zaverecné prdace, napr. : Isah, R. E. (2022). The vulnerability studies and
security postures of smart home devices (Master's thesis, Altinbas Universitesi,

I Turecko). Agarwal, R. (2021). Graph-Based Simulation for Cyber-Physical Attacks
on Smart Buildings (Doctoral dissertation, Virginia Tech, USA)./

The problem solved in the output (cyber attacks and defense against them) has a
direct impact on the subject Information Security , which is taught by the assessed
person. The problem solved in the output directly corresponds to the contents of
this subject, both methodologically (used methods of attack and defense), but also
technically (used software and hardware) and will positively influence the
educational process. The impacts can also be seen indirectly in the Project
Management subject.

In addition, the security of |oT devices is the topic of a number of final theses that
the evaluated person leads in the study program. The article is also followed by
foreign final theses, e.g. : Isah, R.E. (2022). The vulnerability studies and security
postures of smart home devices (Master's thesis, Altinbas Universitesi, Turkey).
Agarwal, R. (2021). Graph-Based Simulation for Cyber-Physical Attacks on Smart

Buildings (Doctoral dissertation, Virginia Tech, USA).
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Charakteristika predkladaného vystupu tvorivej ¢innosti /

Characteristics of the submitted research/ artistic/other output

Tlacivo VTC sluZi na predkladanie vystupov tvorivej ¢innosti podla metodiky hodnotenia tvorivych ¢innosti (Cast V. Metodiky na vyhodnocovanie standardov) / The
form is used to submit the research/artistic/other outputs according to the evaluation methodology of research/artistic/other activities (part V. The Methodology for
Standards Evaluation).

ID konania/ID of the procedure: !

Kéd VTC/Code of the research/artistic/other output (RAOO):!

OCAL. Priezvisko hodnotenej osoby / Surname awarded to the assessed person Hurai
2 uraj

OCA2. Meno hodnotenej osoby / Name awarded to the assessed person 2 Ladislav

OCA3. Tituly hodnotenej osoby / Degrees awarded to the assessed person 2 doc. RNDr. PaedDr., PhD.

OCAA4. Hyperlink na zaznam osoby v Registri zamestnancov vysokych $kol /
https://www.portalvs.sk/regzam/detail /14469

Hyperlink to the entry of the person in the Register of university staff 3

OCAS. Oblast posudzovania / Area of assessment ¢ Aplikovand informatika/ Applied informatics

OCAG6. Kategoria vystupu tvorivej ¢innosti / Category of the research/
artistic/other output

Vyber zo 6 moznosti (pozri Vysvetlivky k polozke OCA6) / Choice from 6 options
(see Explanations for OCA6).

vedecky vystup / scientific output

OCA7. Rok vydania vystupu tvorivej ¢innosti / Year of publication of the
research/artistic/other output

OCAS. ID zéznamu v CREPC alebo CREUC (ak je) / ID of the record in the Central
Registry of Publication Activity (CRPA) or the Central Registry of Artistic Activity |iD = 88263

2018

(CRAA)®
OCA9. Hyperlink na zdznam v CREPC alebo CREUC / Hyperlink to the record in  |https://app.crepc.sk/?fn=detailBiblioFormChildK1LDKI&sid=D1CFA2C0538D9116B
CRPA or CRAA © 40F08E4&se0=CREP%C4%8C-detail-kapitola-/-pr%C3%Adspevok

OCA10. Hyperlink na zaznam v inom verejne pristupnom registri,
katalégu vystupov tvorivych ¢innosti / Hyperlink to the record in

T o e—_— https://www.webofscience.com/wos/woscc/full-record/W0S:000465218500036

artistic/other outputs 7

OCA11. Charakteristika vystupu vo formate bibliografického zaznamu
CREPC alebo CREUC, ak vystup nie je vo verejne pristupnom registri
alebo katalogu vystupov / Characteristics of the output in the format
of the CRPA or the CRAA bibliographic record, if the output is not
available in a publicly accessible register or catalogue of outputs

OCA12. Typ vystupu (ak nie je vystup registrovany v CREPC alebo
CREUC) / Type of the output (if the output is not registered in CRPA
or CRAA)

Vyber zo 67 moznosti (pozri Vysvetlivky k poloZzke OCA12) / Choice
[from 67 options (see Explanations for OCA12).

OCA13. Hyperlink na stranku, na ktorej je vystup spristupneny (Gplny
text, ind dokumentdcia a podobne) / Hyperlink to the webpage https://ieeexplore.ieee.org/document/8524703
where the output is available (full text, other documentation, etc.)

UC / Characteristics of the output that is not registered in CRPA or CRAA

T_Z_VTCAj_1/ 2020 1/3


https://www.portalvs.sk/regzam/detail/14469
https://app.crepc.sk/?fn=detailBiblioFormChildK1LDKI&sid=D1CFA2C0538D9116B40F08E4&seo=CREP%C4%8C-detail-kapitola-/-pr%C3%Adspevok
https://app.crepc.sk/?fn=detailBiblioFormChildK1LDKI&sid=D1CFA2C0538D9116B40F08E4&seo=CREP%C4%8C-detail-kapitola-/-pr%C3%Adspevok
https://www.webofscience.com/wos/woscc/full-record/WOS:000465218500036
https://ieeexplore.ieee.org/document/8524703

OCA14. Charakteristika autorského vkladu / Characteristics of the
author's contribution

Hodnotend osoba sa ako hlavny autor (50 %) podielala na v3etkych fazach tvorby
vystupu, od samotného navrhu koncepcie riesenia, cez experimentalne testovanie,
analyzu dosiahnutych vysledkov, aZ po proces pisania ¢lanku a zapracovanie
recenznych odporucani. Navyse jeden zo spoluautorov ¢lanku bol doktorandom
hodnotenej osoby v ¢ase publikovania vystupu./

The evaluated person participated as the main author (50%) in all phases of the
creation of the output, from the design of the solution concept, through
experimental testing, analysis of the achieved results, to the process of writing the
article and incorporating review recommendations. In addition, one of the co-
authors of the article was a doctoral student of the evaluated person at the time of
publication of the output.

OCA15. Anotacia vystupu s kontextovymi informdciami tykajucimi sa
opisu tvorivého procesu a obsahu tvorivej ¢innosti a pod. /
Annotation of the output with contextual information concerning the

description of creative process and the content of the

research/artistic/other activity, etc. 8

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in
Slovak

Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in
English

Charakteristika vystupu, ktory nie je registrovany v CREPC alebo CRE

Huraj, L., Simon, M., and Horak, T.: loT Measuring of UDP-Based Distributed
Reflective DoS Attack. In: IEEE 16th International Symposium on Intelligent
Systems and Informatics (SISY 2018). IEEE, Serbia, 2018, pp. 209-214.

OCAL16. Anotécia vystupu v anglickom jazyku / Annotation of the output in
English o
Rozsah do 200 slov / Range up to 200 words

loT devices and their fast growth on the Internet cause many cyber-attacks
problems. The number of compromised loT devices can be used by DDoS
(Distributed Denial of Service) attackers to imitate valid request packet or to form
illegal request packet to the victim with a spoofed source IP addresses to hide
themselves, meanwhile giving rise the system collapse, the obstruction of
network/traffic, or disrupting of the victim Internet operation. In this article is
demonstrated a specific kind of DDoS attack involving usually accessible loT
devices -the UDP-based Distributed Reflective DoS Attack (DRDoS). The packets
are flooded by the attacker to the |oT device as a reflector with a source IP address
set to the IP address of the victim who obtains the reflected replies and can be
overloaded. To examine this kind of attack, there has to be four representatives of
heterogeneous loT devices involved: an IP camera, a smart light-bulb, a network
printer, and a small single-board computer Raspberry Pi. This article illustrates the
possibility of the IoT devices to be integrated into DRDoS attack and to flood a
network as well as their potential to form a targeted attack on a particular victim
machine.

OCA17. Zoznam najviac 5 najvyznamnejsich ohlasov na vystup / List of
maximum 5 most significant citations corresponding to the output
Rozsah do 200 slov / Range up to 200 words

1. Aljuhani, A. (2021). Machine Learning Approaches for Combating Distributed
Denial of Service Attacks in Modern Networking Environments. IEEE Access , 9,
42236-42264. (Scopus, WoS)

2. Gondim, Jodo JC, Robson de Oliveira Albuquerque, and Ana Lucila Sandoval
Orozco. "Mirror saturation in amplified reflection Distributed Denial of Service: A
case of study using SNMP, SSDP, NTP and DNS protocols." Future Generation
Computer Systems (2020). (WoS,Scopus)

3. Samaila, M. G., Sequeiros, J. B., Simdes, T., Freire, M. M., & Inacio, P. R. (2020).
loT-HarPSecA: A Framework and Roadmap for Secure Design and Development of
Devices and Applications in the |oT Space. IEEE Access . (Scopus,WoS)

4. Waraga, O. A,, Bettayeb, M., Nasir, Q., & Talib, M. A. (2020). Design and
implementation of automated loT security testbed. Computers & Security, 88,
101648. (Scopus, WoS)

5. Bettayeb, M., Waraga, O. A., Talib, M. A., Nasir, Q., & Einea, O. (2019,
November). loT Testbed Security: Smart Socket and Smart Thermostat. In 2019
IEEE Conference on Application, Information and Network Security (AINS) (pp. 18-
23). IEEE. (WoS,Scopus)

T_Z_VTCAj_1/ 2020

2/3



OCA18. Charakteristika dopadu vystupu na spolo¢ensko-hospodarsku prax /
Characteristics of the output's impact on socio-economic practice

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Clanok patri do radu vyskumnych tloh riesenych v rémci projektu VEGA a APVV
zameranych na sietovl bezpeénost. Vystup demonstruje zranitelnost vybranej
skupiny loT zariadeni proti DDoS Gtokom. Okrem iného ¢lanok poukazuje na
originalne zistenie, Ze vo vieobecnosti nie je mozné pouzit zariadenia loT na
vytvorenie cieleného reflektovaného DDoS Utoku na konkrétny pocitac obete, ale
tento druh Utoku ma zmysel v konkrétnych situaciach, ked je Gitok zamerany na
velky pocet IP adries smerujucich cez bezné sietové pripojenie spdsobom, aby
doslo k zahlteniu spojenia.

Hoci sa jedna o konferencny ¢lanok, vystup bol odvtedy citovany v Sirokej Skale
oblasti bezpec¢nosti loT zariadeni, cez DDoS utoky na loT zariadenia, budovanie loT
testovacich prostredi, az po reflektovana DDoS utoky v 5G sietach./

The article belongs to a series of research tasks solved within the VEGA and APVV
project focused on network security. The output demonstrates the vulnerability of
a selected group of IoT devices against DDoS attacks. Among other things, the
article points to the original finding that it is generally not possible to use loT
devices to create a targeted reflected DDoS attack on a specific victim computer;
but this kind of attack makes sense in specific situations where the attack is aimed
at a large number of IP addresses routing over a normal network connection in a
way to overwhelm the connection.

Although this is a conference paper, the output has since been cited in a wide
variety of loT device security areas, e.g. DDoS attacks on loT devices, building loT
test environments, or reflected DDoS attacks in 5G networks.

OCA19. Charakteristika dopadu vystupu a stvisiacich aktivit na vzdelavaci proces
/ Characteristics of the output and related activities' impact on the educational
process

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Problém rieseny vo vystupe (kybernetické Utoky a obrana proti nim) ma priamy
dopad na predmet Informacna bezpecnost, ktory je vyu¢ovany hodnotenou
osobou. Problematika riesena vo vystupe priamo zodpoveda naplni tohto
predmetu, ¢i uz po metodologickej (pouZité sposoby Utoku a obrany), ale aj
technickej stranke (poufZity softvér a hardvér) a pozitivne ovplyvni vzdeldvaci
proces. Dopady je mozné nepriamo vidiet aj v predmete Projektovy manaZzment .
Navyse bezpeénost loT zariadeni je témou mnozstva zédvere¢nych préc, ktoré
hodnotena osoba v $t. programe vedie./

The problem solved in the output (cyber attacks and defense against them) has a
direct impact on the subject Information Security , which is taught by the assessed
person. The problem solved in the output directly corresponds to the contents of
this subject, both methodologically (used methods of attack and defense), but also
technically (used software and hardware) and will positively influence the
educational process. The impacts can also be seen indirectly in the Project
Management subject.

In addition, the security of IoT devices is the topic of a number of final theses that
the evaluated person leads in the study program.
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Charakteristika predkladaného vystupu tvorivej ¢innosti /

Characteristics of the submitted research/ artistic/other output

Tlacivo VTC sluZi na predkladanie vystupov tvorivej ¢innosti podla metodiky hodnotenia tvorivych ¢innosti (Cast V. Metodiky na vyhodnocovanie standardov) / The
form is used to submit the research/artistic/other outputs according to the evaluation methodology of research/artistic/other activities (part V. The Methodology for
Standards Evaluation).

ID konania/ID of the procedure: !

Kéd VTC/Code of the research/artistic/other output (RAOO):!

OCAL. Priezvisko hodnotenej osoby / Surname awarded to the assessed person Hurai
2 uraj

OCA2. Meno hodnotenej osoby / Name awarded to the assessed person 2 Ladislav

OCA3. Tituly hodnotenej osoby / Degrees awarded to the assessed person 2 doc. RNDr. PaedDr., PhD.

OCAA4. Hyperlink na zaznam osoby v Registri zamestnancov vysokych $kél / )
https://www.portalvs.sk/regzam/detail /14469

Hyperlink to the entry of the person in the Register of university staff 3

OCAS5. Oblast posudzovania / Area of assessment * Aplikovana informatika/ Applied informatics

OCAG. Kategodria vystupu tvorivej éinnosti / Category of the research/
artistic/other output

Vyber zo 6 moznosti (pozri Vysvetlivky k polozke OCA6) / Choice from 6 options
(see Explanations for OCAG6).

vedecky vystup / scientific output

OCA7. Rok vydania vystupu tvorivej ¢innosti / Year of publication of the
research/artistic/other output

OCAS. ID zéznamu v CREPC alebo CREUC (ak je) / ID of the record in the Central
Registry of Publication Activity (CRPA) or the Central Registry of Artistic Activity |ID = 250414

2021

(CRAA) ®
OCA9. Hyperlink na zaznam v CREPC alebo CREUC / Hyperlink to the record in  |https://app.crepc.sk/?fn=detailBiblioFormChildk1DHHU&sid=D16FD961663FDD94
CRPA or CRAA ® FFEB63029A&se0=CREP%C4%8C-detail-%C4%8C1%C3%Alnok

OCA10. Hyperlink na zaznam v inom verejne pristupnom registri,
katalégu vystupov tvorivych ¢innosti / Hyperlink to the record in

T o e—_— https://www.webofscience.com/wos/woscc/full-record/W0S:000632078900001

artistic/other outputs 7

OCA11. Charakteristika vystupu vo formate bibliografického zaznamu
CREPC alebo CREUC, ak vystup nie je vo verejne pristupnom registri
alebo katalégu vystupov / Characteristics of the output in the format
of the CRPA or the CRAA bibliographic record, if the output is not
available in a publicly accessible register or catalogue of outputs

OCA12. Typ vystupu (ak nie je vystup registrovany v CREPC alebo
CREUC) / Type of the output (if the output is not registered in CRPA
or CRAA)

Vyber zo 67 moznosti (pozri Vysvetlivky k poloZzke OCA12) / Choice
ifrom 67 options (see Explanations for OCA12).

OCA13. Hyperlink na stranku, na ktorej je vystup spristupneny (Gplny
text, ind dokumentdcia a podobne) / Hyperlink to the webpage https://www.mdpi.com/2076-3417/11/4/1847
where the output is available (full text, other documentation, etc.)

/ Characteristics of the output that is not registered in CRPA or CRAA
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OCA14. Charakteristika autorského vkladu / Characteristics of the
author's contribution

Ako je uvedené aj v samotnom ¢lanku v ¢asti ,,Author Contributions”, nosny
autorsky vklad hodnotenej osoby (40 %) pozostava pri rieseni problému z ¢asti:
koncept, metodoldgia, formalna analyza, samotny vyskum, zdroje, pisanie -
pbévodna priprava konceptu, pisanie - recenzia a Upravy, supervizia a ziskavanie
financnych prostriedkov. Navyse jeden zo spoluautorov ¢lanku bol doktorandom
hodnotenej osoby v ¢ase publikovania vystupu. /

As stated in the article itself in the "Author Contributions" section, the main
author's contribution of the evaluated person (40%) consists of the following parts
when solving the problem: concept, methodology, formal analysis, research itself,
sources, writing - original preparation of the concept, writing - review and editing,
supervision and funding acquisition. In addition, one of the co-authors of the
article was a doctoral student of the evaluated person at the time of publication of
the output.

OCA15. Anotacia vystupu s kontextovymi informdciami tykajucimi sa
opisu tvorivého procesu a obsahu tvorivej ¢innosti a pod. /
Annotation of the output with contextual information concerning the

description of creative process and the content of the

research/artistic/other activity, etc. 8

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in
Slovak

Charakteristika vystupu, ktory nie je registrovany v CREPC alebo CREU(

Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in
English

Huraj, L.; Horak, T.; Strelec, P.; Tanuska, P. Mitigation against DDoS Attacks on an
loT-Based Production Line Using Machine Learning. Appl. Sci. 2021, 11, 1847.
https://doi.org/10.3390/app11041847 (CC, WoS, IF 2.679, Q2)

OCAL16. Anotdcia vystupu v anglickom jazyku / Annotation of the output in
English °
Rozsah do 200 slov / Range up to 200 words

Industry 4.0 collects, exchanges, and analyzes data during the production process
to increase production efficiency. Internet of Things (loT) devices are among the
basic technologies used for this purpose. However, the integration of loT
technology into the industrial environment faces new security challenges that
need to be addressed. This is also true for a production line. The production line is
a basic element of industrial production and integrating loT equipment allows one
to streamline the production process and thus reduce costs. On the other hand,
IoT integration opens the way for network cyberattacks. One possible cyberattack
is the increasingly widely used distributed denial-of-service attack. This article
presents a case study that demonstrates the devastating effects of a DDOS attack
on a real loT-based production line and the entire production process. The
emphasis was mainly on the integration of loT devices, which could potentially be
misused to run DDoS. Next, the verification of the proposed solution is described,
which proves that it is possible to use the sampled flow (sFlow) stream to detect
and protect against DDoS attacks on the running production line during the
production process.

OCA17. Zoznam najviac 5 najvyznamnejsich ohlasov na vystup / List of
maximum 5 most significant citations corresponding to the output
Rozsah do 200 slov / Range up to 200 words

1. Zachos, Georgios, et al. "An Anomaly-Based Intrusion Detection System for
Internet of Medical Things Networks." Electronics 10.21 (2021): 2562.
(WoS,Scopus).

2. de Souza Junior, A. A., de Souza Pio, J. L., Fonseca, J. C., de Oliveira, M. A, de
Paiva Valadares, O. C., & da Silva, P. H. S. (2021). The State of Cybersecurity in
Smart Manufacturing Systems: A Systematic Review. European Journal of Business
and Management Research , 6(6), 188-194.
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OCA18. Charakteristika dopadu vystupu na spolo¢ensko-hospodarsku prax /
Characteristics of the output's impact on socio-economic practice

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Clanok predstavuje pripadovd $tadiu, ktora demonstruje znicujdce Géinky ttoku
DDOS na skuto¢nt vyrobnu linku zaloZenu na IoT a na cely vyrobny proces. DDoS
utoky na infrastrukturu vyrobnej linky su v literature len predpokladané, ale nijak
empiricky potvrdené alebo inak dolozené. Studia vykonana na realnej vyrobnej
linke dokazuje zranitelnost infrastruktiry na kybernetické utoky. Clanok navyse
demonstruje ucinnost navrhnutého obranného riesenia zalozeného na toku
vzoriek (sFlow) z minimalnym dopadom na beZiacu vyrobnu linku pocas vyrobného
procesu.

Clanok je rozsirenim predchadzajiceho vyskumu publikovaného v &asopise
https://www.mdpi.com/2079-9292/10/4/381, na ktory je uz niekolko citécii. Preto
je predpoklad, Ze aj predkladany vystup bude mat ¢asom cita¢nu odozvu, aj
vzhladom na to, Ze za pol roka od jeho zverejnenia mal viac ako 700 precitani.
Navyse pri ¢lanku je spristupneny aj testovaci dataset, ktory je jedinecny z pohladu
kybernetickych DDoS utokov vedenych na vyrobnu linku. /

The article presents a case study that demonstrates the devastating effects of a
DDOS attack on a real loT-based production line and on the entire manufacturing
process. DDoS attacks on the infrastructure of the production line are only
assumed in the literature, but not empirically confirmed or otherwise
documented. A study carried out on a real production line proves the vulnerability
of the infrastructure to cyber attacks. In addition, the article demonstrates the
effectiveness of the designed defense solution based on sample flow (sFlow) with
minimal impact on the running production line during the production process.

The article is an extension of previous research published in the journal
https://www.mdpi.com/2079-9292/10/4/381, which has already been cited
several times. Therefore, it is assumed that the presented output will also have a
citation response over time, also considering that it had more than 700 readings in
half a year since its publication. In addition, the article also makes available a test
dataset, which is unique from the point of view of cyber DDoS attacks conducted
on the production line.

OCA19. Charakteristika dopadu vystupu a suvisiacich aktivit na vzdeldvaci proces
/ Characteristics of the output and related activities' impact on the educational
process

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Problém rieseny vo vystupe (kybernetické Utoky a obrana proti nim) ma priamy
dopad na predmet Informacnd bezpecnost, ktory je vyu¢ovany hodnotenou
osobou. Problematika rieSena vo vystupe priamo zodpoveda naplni tohto
predmetu, ¢i uZz po metodologickej (pouZité spésoby utoku a obrany), ale aj
technickej stranke (poufZity softvér a hardvér) a pozitivne ovplyvni vzdelavaci
proces. Dopady je mozné nepriamo vidiet aj v predmete Projektovy manaZment .
Na vystup nadvazuje napriklad spolo¢na Springer publikacia so Studentom
bakaldrskeho studia aplikovanej informatiky zamerana na testovanie DDoS Utokov
,Comparison of software simulation and network testbed of DDoS attacks for IPv4
and IPv6 networks”. /

The problem solved in the output (cyber attacks and defense against them) has a
direct impact on the subject Information Security, which is taught by the assessed
person. The problem solved in the output directly corresponds to the contents of
this subject, both methodologically (used methods of attack and defense), but also
technically (used software and hardware) and will positively influence the
educational process. The impacts can also be seen indirectly in the Project
Management subject.

The output is followed by, for example, a Springer publication with a bachelor's
student in applied informatics focused on testing DDoS attacks "Comparison of
software simulation and network testbed of DDoS attacks for IPv4 and IPv6
networks".
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Charakteristika predkladaného vystupu tvorivej ¢innosti /

Characteristics of the submitted research/ artistic/other output

Tlacivo VTC sluZi na predkladanie vystupov tvorivej ¢innosti podla metodiky hodnotenia tvorivych ¢innosti (Cast V. Metodiky na vyhodnocovanie standardov) / The
form is used to submit the research/artistic/other outputs according to the evaluation methodology of research/artistic/other activities (part V. The Methodology for
Standards Evaluation).

ID konania/ID of the procedure: !

Kéd VTC/Code of the research/artistic/other output (RAOO):!

OCAL. Priezvisko hodnotenej osoby / Surname awarded to the assessed person Hurai
2 uraj

OCA2. Meno hodnotenej osoby / Name awarded to the assessed person 2 Ladislav

OCA3. Tituly hodnotenej osoby / Degrees awarded to the assessed person 2 doc. RNDr. PaedDr., PhD.

OCAA4. Hyperlink na zaznam osoby v Registri zamestnancov vysokych $kol /
https://www.portalvs.sk/regzam/detail /14469

Hyperlink to the entry of the person in the Register of university staff 3

OCAS5. Oblast posudzovania / Area of assessment * Aplikovana informatika/ Applied informatics

OCAG6. Kategodria vystupu tvorivej éinnosti / Category of the research/
artistic/other output

Vyber zo 6 moznosti (pozri Vysvetlivky k polozke OCA6) / Choice from 6 options
(see Explanations for OCAG6).

vedecky vystup / scientific output

OCA7. Rok vydania vystupu tvorivej ¢innosti / Year of publication of the

201
research/artistic/other output 013

OCAS8. ID zaznamu v CREPC alebo CREUC (ak je) / ID of the record in the Central
Registry of Publication Activity (CRPA) or the Central Registry of Artistic Activity |ID = UCM.Trnava.PC014531
(CRAA)®

OCA9. Hyperlink na zdznam v CREPC alebo CREUC / Hyperlink to the record in

http://www.crepc.sk/portal?fn=*recview&uid=1076800&pageld=basket&full=0
CRPA or CRAA ° p:// pe.sk/p pag

OCA10. Hyperlink na zdznam v inom verejne pristupnom registri, ) .
https://www.scopus.com/record/display.uri?eid=2-s2.0-

84881249916&origin=resultslist&featureTogglessFEATURE NEW_METRICS SECTI
ON:1

katalégu vystupov tvorivych ¢innosti / Hyperlink to the record in

another publicly accessible register, catalogue of research/

artistic/other outputs

OCA11. Charakteristika vystupu vo formate bibliografického zaznamu
CREPC alebo CREUC, ak vystup nie je vo verejne pristupnom registri
alebo katal6gu vystupov / Characteristics of the output in the format
of the CRPA or the CRAA bibliographic record, if the output is not
available in a publicly accessible register or catalogue of outputs

OCA12. Typ vystupu (ak nie je vystup registrovany v CREPC alebo
CREUC) / Type of the output (if the output is not registered in CRPA
or CRAA)

Vyber zo 67 mozZnosti (pozri Vysvetlivky k polozke OCA12) / Choice
[from 67 options (see Explanations for OCA12).

https://d1wqtxts1xzle7.cloudfront.net/39962038/Towards a VO Intersection Tr
ust_Model f020151113-30010-1f1fnza-with-cover-page-
v2.pdf?Expires=1646170652&Signature=SytGz2WmeLHGH92HfVTexUIZD~7XjXN4
OCA13. Hyperlink na stranku, na ktorej je vystup spristupneny (Gplny JOrFBak4fGnA00jRG470v~XCV2pgvGMzsCTvi30060JvtcniwVnTYMDWckuGZ6L0J3K
text, ind dokumentdcia a podobne) / Hyperlink to the webpage 0QnUb79y4XuVIPTev6zf)zikQi9NbIE~fplr5ZWSe0GJDJZ9kCnI9gE3pldXMODUACDd
where the output is available (full text, other documentation, etc.) VAAYLtzggOde2Y6SbFf6MrbB~bGv3f3goe-er-
q0ZyMAP38x3rnpXWUASPQ~CZ4khJRKqCDUDug50KJhMGjo5MHjnPDrRIXo8IPKY
pnvWbm~nU1itOer4)1rlPoQVqV7e WOCUWAW~Js5GULR5MNb-
cLt9BvVHKK8Y1ET8j1xMno3fTgabQ &Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA

PC alebo CREUC / Characteristics of the output that is not registered in CRPA or CRAA
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Hodnotena osoba sa ako hlavny autor (50 %) podielala na vietkych fazach tvorby
vystupu, od samotného ndvrhu koncepcie riesenia, cez experimentalne testovanie,
analyzu dosiahnutych vysledkov, az po proces pisania ¢lanku a zapracovanie
OCA14. Charakteristika autorského vkladu / Characteristics of the recenznych odporucani. /

author's contribution The evaluated person participated as the main author (50%) in all phases of the
creation of the output, from the design of the solution concept, through
experimental testing, analysis of the achieved results, to the process of writing the
article and incorporating review recommendations.

OCA15. Anotacia vystupu s kontextovymi informdciami tykajucimi sa
opisu tvorivého procesu a obsahu tvorivej ¢innosti a pod. /

Annotation of the output with contextual information concerning the . . . i o .
. . Huraj, L., Siladi, V., Skrinarova, J., Bojdova, V.: Towards a VO Intersection Trust
description of creative process and the content of the

a Model for Ad hoc Grid Environment: Design and Simulation Results, In: IAENG
International Journal of Computer Science, 40:2, May 2013, pp. 53-61, ISSN 1210-
0552

research/artistic/other activity, etc.
Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in
Slovak

Charakteristika vystupu, ktory nie je registrovany v CRE

Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in
English

An ad hoc grid environment is a spontaneous organization of cooperating
heterogeneous nodes in a logical community without a fixed infrastructure and
with only minimal administrative requirements. Trust is an integral part of ad hoc
Jgrid computing systems as well. It is not possible to utilize trust principles of
traditional grid environment uses various, mostly centrally oriented methods for
trust establishment, e.g. certification authorities, VO management servers or
credentials pools. An ad hoc grid environment demands minimal administrative
requirements; especially an absence of a central trust authority, where
collaborating entities must establish and maintain a trust relationship among
themselves. Our article presents a design of two algorithms for a supported
authorization mechanism in order to more easily form virtual organizations based
on attribute certificates. Moreover, an evaluation of the two algorithms, primary
and extended algorithm, based on simulation results as well as deeper insights
into the configuration of such schemes in ad hoc grid environment are described.

OCAL16. Anotdcia vystupu v anglickom jazyku / Annotation of the output in
English °
Rozsah do 200 slov / Range up to 200 words

OCA17. Zoznam najviac 5 najvyznamnejsich ohlasov na vystup / List of 1. Daxing Wang, Jikai Teng: Efficient Aggregate Signature Algorithm and Its
maximum 5 most significant citations corresponding to the output Application in MANET, In: International Journal of Mathematical, Computational
Rozsah do 200 slov / Range up to 200 words Science and Engineering Vol:7 No:11, 2013.

Vystup patri do oblasti informacnej bezpecnosti. V ¢lanku je navrhnuty novy
autorizacny mechanizmus postaveny na principe dévery pre ad hoc gridy tak, aby
bolo mozZné lahsie vytvarat virtudlne organizacie na zéklade atribltovych
certifikdtov. Vystup je casopiseckym vyvrcholenim série konferencnych ¢lankov
hodnotenej osoby na uvedenu problematiku v ad hoc gridoch. Vystup vyznamne
rozsiruje predchadzajuce prace z hladiska podrobnej formuldcie, ako aj validacie
navrhovaného bezpecnostného riesenia.

Hoci najvacsie citacné ohlasy na navrhnuté rieSenia su v konferenénych ¢lankoch
hodnotenej osoby uvedenych v ¢lanku [3,9,20], na ktoré hodnotena osoba

OCAL18. Charakteristika dopadu vystupu na spolo¢ensko-hospodarsku prax / vystupom nadvazuje, aj na samotny vystup sa odvoldva ¢lanok z oblasti MANET
Characteristics of the output's impact on socio-economic practice sieti. /

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak The output belongs to the field of information security. The article proposes a new
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English authorization mechanism based on the principle of trust for ad hoc grids in such a

way that it is possible to more easily create virtual organizations based on attribute
certificates. The output is the journal culmination of a series of conference articles
by the evaluated person on the issue of trust in ad hoc grids. The output
significantly expands previous works in terms of detailed formulation as well as
validation of the proposed security solution.

Although the largest number of citations to the proposed solutions are to the
conference articles of the evaluated person listed in article [3,9,20], which the
evaluated person follows up with the output, the output itself is also referred to in
an article from the areas of MANET networks.
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OCA19. Charakteristika dopadu vystupu a stvisiacich aktivit na vzdelavaci proces
/ Characteristics of the output and related activities' impact on the educational
process

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English

Problém rieSeny vo vystupe (kybernetické utoky a obrana proti nim) ma priamy
dopad na predmet Informacna bezpecnost, ktory je vyuéovany hodnotenou
osobou. Problematika rieSena vo vystupe priamo zodpoveda naplni tohto
predmetu, ¢i uz po metodologickej (pouZité spdsoby Utoku a obrany), ale aj
technickej stranke (pouZity softvér a hardvér) a pozitivne ovplyvni vzdelavaci
proces. Dopady je mozné nepriamo vidiet aj v predmete Projektovy manaZment .
Navyse bezpeénost informacnych systémov je témou mnoZstva zavere¢nych prac,
ktoré hodnotena osoba v $t. programe vedie. /

The problem solved in the output (cyber attacks and defense against them) has a
direct impact on the subject Information Security, which is taught by the assessed
person. The problem solved in the output directly corresponds to the contents of
this subject, both methodologically (used methods of attack and defense), but also
technically (used software and hardware) and will positively influence the
educational process. The impacts can also be seen indirectly in the Project
Management subject.

In addition, the security of IoT devices is the topic of a number of final theses that
the evaluated person leads in the study program.
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Charakteristika predkladaného vystupu tvorivej ¢innosti /

Characteristics of the submitted research/ artistic/other output

Tlacivo VTC sluZi na predkladanie vystupov tvorivej ¢innosti podla metodiky hodnotenia tvorivych ¢innosti (Cast V. Metodiky na vyhodnocovanie standardov) / The
form is used to submit the research/artistic/other outputs according to the evaluation methodology of research/artistic/other activities (part V. The Methodology for

Standards Evaluation).

ID konania/ID of the procedure: !

Kéd VTC/Code of the research/artistic/other output (RAOO):!

OCAL. Priezvisko hodnotenej osoby / Surname awarded to the assessed person
2

Huraj

OCA2. Meno hodnotenej osoby / Name awarded to the assessed person 2

Ladislav

OCA3. Tituly hodnotenej osoby / Degrees awarded to the assessed person 2

doc. RNDr. PaedDr., PhD.

OCAA4. Hyperlink na zaznam osoby v Registri zamestnancov vysokych $kol /

Hyperlink to the entry of the person in the Register of university staff 3

https://www.portalvs.sk/regzam/detail /14469

OCAS. Oblast posudzovania / Area of assessment 4

Aplikovana informatika/ Applied informatics

OCAG6. Kategodria vystupu tvorivej éinnosti / Category of the research/
artistic/other output

Vyber zo 6 moznosti (pozri Vysvetlivky k polozke OCA6) / Choice from 6 options
(see Explanations for OCAG6).

vedecky vystup / scientific output

OCA7. Rok vydania vystupu tvorivej ¢innosti / Year of publication of the
research/artistic/other output

2010

OCAS. ID zéznamu v CREPC alebo CREUC (ak je) / ID of the record in the Central
Registry of Publication Activity (CRPA) or the Central Registry of Artistic Activity
(CRAA) ®

ID = UMB.B.Bystrica.0102589

OCA9. Hyperlink na zaznam v CREPC alebo CREUC / Hyperlink to the record in
CRPA or CRAA °

http://www.crepc.sk/portal?fn=*recview&uid=1463718&pageld=basket&full=0

OCA10. Hyperlink na zaznam v inom verejne pristupnom registri,
katalégu vystupov tvorivych ¢innosti / Hyperlink to the record in
another publicly accessible register, catalogue of research/

artistic/other outputs 7

https://www.scopus.com/record/display.uri?eid=2-s2.0-

79958746586&origin=resultslist&featureToggles=FEATURE_NEW_METRICS SECTI

ON:1

OCA11. Charakteristika vystupu vo formate bibliografického zaznamu
CREPC alebo CREUC, ak vystup nie je vo verejne pristupnom registri
alebo katalogu vystupov / Characteristics of the output in the format
of the CRPA or the CRAA bibliographic record, if the output is not
available in a publicly accessible register or catalogue of outputs

OCA12. Typ vystupu (ak nie je vystup registrovany v CREPC alebo
CREUC) / Type of the output (if the output is not registered in CRPA
or CRAA)

Vyber zo 67 moznosti (pozri Vysvetlivky k poloZzke OCA12) / Choice
[from 67 options (see Explanations for OCA12).

OCA13. Hyperlink na stranku, na ktorej je vystup spristupneny (Gplny
text, ind dokumentdcia a podobne) / Hyperlink to the webpage
where the output is available (full text, other documentation, etc.)

CRPA or CRAA

http://www.wseas.us/e-

library/conferences/2010/Corfu/COMPUTERS/COMPUTERS2-44.pdf

OCA14. Charakteristika autorského vkladu / Characteristics of the
author's contribution

je registrovany v CREPC alebo CREUC / Characteristics of the output that is not registered in

Hodnotena osoba sa ako hlavny autor (50 %) podielala na vsetkych fazach tvorby
vystupu, od samotného navrhu koncepcie riesenia, cez experimentalne testovanie,
analyzu dosiahnutych vysledkov, az po proces pisania ¢lanku a zapracovanie
recenznych odporucani.
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https://www.portalvs.sk/regzam/detail/14469
http://www.crepc.sk/portal?fn=*recview&uid=146371&pageId=basket&full=0
https://www.scopus.com/record/display.uri?eid=2-s2.0-79958746586&origin=resultslist&featureToggles=FEATURE_NEW_METRICS_SECTION:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-79958746586&origin=resultslist&featureToggles=FEATURE_NEW_METRICS_SECTION:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-79958746586&origin=resultslist&featureToggles=FEATURE_NEW_METRICS_SECTION:1
http://www.wseas.us/e-library/conferences/2010/Corfu/COMPUTERS/COMPUTERS2-44.pdf
http://www.wseas.us/e-library/conferences/2010/Corfu/COMPUTERS/COMPUTERS2-44.pdf

OCA15. Anotacia vystupu s kontextovymi informdciami tykajucimi sa
opisu tvorivého procesu a obsahu tvorivej ¢innosti a pod. /

Annotation of the output with contextual information concerning the . . e . .
Huraj, L., Siladi, V, Silaci, J.: Design and Performance Evaluation of Snow Cover

Computing on GPUs. In: Proceedings of the 14th WSEAS International Conference
on Computers: Latest Trends on Computers, Corfu Island, Greece, July 2010, pp.
674-677, ISBN: 978-960-474-213-4.

description of creative process and the content of the
research/artistic/other activity, etc. 8

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in
Slovak

Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in
English

Charakteristika vystupu, ktory nie

An ad hoc grid environment is a spontaneous organization of cooperating
heterogeneous nodes in a logical community without a fixed infrastructure and
with only minimal administrative requirements. Trust is an integral part of ad hoc
Jgrid computing systems as well. It is not possible to utilize trust principles of
traditional grid environment uses various, mostly centrally oriented methods for

OCA16. Anotécia vjstupu v anglickom jazyku / Annotation of the output in trust establishment, e.g. certification authorities, VO management servers or

English ?
Rozsah do 200 slov / Range up to 200 words

credentials pools. An ad hoc grid environment demands minimal administrative
requirements; especially an absence of a central trust authority, where
collaborating entities must establish and maintain a trust relationship among
themselves. Our article presents a design of two algorithms for a supported
authorization mechanism in order to more easily form virtual organizations based
on attribute certificates. Moreover, an evaluation of the two algorithms, primary
and extended algorithm, based on simulation results as well as deeper insights
into the configuration of such schemes in ad hoc grid environment are described.

1. Montella, Raffaele, et al. "Workflow-based automatic processing for Internet of
Floating Things crowdsourced data." Future Generation Computer Systems,
Volume 94, May 2019, Pages 103-119. (WoS,Scopus)

2. Montella, Raffaele, et al. "Marine bathymetry processing through GPGPU
virtualization in high performance cloud computing." Concurrency and
Computation: Practice and Experience , 30(24)  Article Number: e4895, 2018.
(WoS, Scopus)

OCA17. Zoznam najviac 5 najvyznamnejsich ohlasov na vystup / List of 3. Marecellino, L., et al. "Using GPGPU accelerated interpolation algorithms for
maximum 5 most significant citations corresponding to the output marine bathymetry processing with on-premises and cloud based computational
Rozsah do 200 slov / Range up to 200 words resources." Lecture Notes in Computer Science, Volume 10778 LNCS, 2018, Pages

14-24. (WoS, Scopus)

4. Mei, G., Xu, L., & Xu, N. (2017). Accelerating adaptive inverse distance weighting
interpolation algorithm on a graphics processing unit. Royal Society Open Science ,
4(9), 170436. (WoS, Scopus)

5. Erdnen, D., Oksanen, J., Westerholm, J., & Sarjakoski, T. (2014). A full graphics
processing unit implementation of uncertainty-aware drainage basin delineation.
Computers & Geosciences , 73, pp. 48-60. (WoS, Scopus)

Vystup demonstruje mozZnosti architektiry CUDA, ktora vyuZiva vykonnu paralelnd
vypoctovu kapacitu GPU na urychlenie vypoétového procesu odhadu vysky
snehovej pokryvky pomocou metddy inverzne vazenej vzdialenosti (IDW). Autori
rieia problém odhadu snehovej prikryvky v spolupraci s SHMU. Na dany vystup
nadvazovalo niekolko dalsich konferenénych a ¢asopiseckych ¢lankov hodnotenej
osoby z danej problematiky zameranych na najdenie vhodného nastroja pre
uvedenu problematiku.

OCA18. Charakteristika dopadu vystupu na spolo¢ensko-hospodarsku prax / Hoci sa jedna o konferencny ¢lanok, vystup bol odvtedy citovany v Sirokej skale
Characteristics of the output's impact on socio-economic practice oblasti interpolaénych metdd a vyuZzivania GPGPU. /

Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak The output demonstrates the capabilities of the CUDA architecture, which utilizes
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English the powerful parallel computing capacity of GPUs to accelerate the computational

process of snow cover height estimation using the Inverse Distance Weighted
(IDW) method. The authors solve the problem of snow cover estimation in
cooperation with the Slovak Hydrometeorological Institute. The given output was
followed by several other conference and magazine articles of the evaluated
person on the given issue aimed at finding a suitable tool for the mentioned issue.
Although this is a conference paper, the output has since been cited in a wide
variety of areas of interpolation methods and GPGPU use.
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Problém rieSeny vo vystupe (paralelizacia ulohy, paralelné procesy,
programovanie) ma nepriamy dopad na predmet Teoretické zdklady informatiky ,
ktory je vyu€ovany hodnotenou osobou. A to predovsetkym v druhej ¢asti
predmetu venovanej Vypoctovej zloZitosti, kde su preberané triedy vypoctovej
OCA19. Charakteristika dopadu vystupu a stvisiacich aktivit na vzdelavaci procesjzloZitosti a mozné rieenia vypoétovo naroénych tloh. Rovnako sa dopad vystupu
/ Characteristics of the output and related activities' impact on the educational Jodzrkadluje aj pri zadavani tém zavereénych prac hodnotenej osoby. /

process The problem solved in the output (task parallelization, parallel processes,
Rozsah do 200 slov v slovenskom jazyku / Range up to 200 words in Slovak programming) has an indirect impact on the subject Theoretical foundations of
Rozsah do 200 slov v anglickom jazyku / Range up to 200 words in English computer science , which is taught by the evaluated person; primarily in the

second part of the subject dedicated to Computational Complexity , where classes
of computational complexity and possible solutions to computationally demanding
tasks are covered. In addition, the task parallelization is the topic of several of final
theses that the evaluated person leads in the study program.

T_Z_VTCAj_1/ 2020 3/3



